
The internal control system is an important element of ROSSETI’s and ROSSETI SDCs’ governance. The effectiveness of internal control is ensured by
the interrelationship of internal audit, internal control, risk management, and auditorial control. The principal goal of the ROSSETI Group’s internal control
is to provide reasonable assurance that the Company and ROSSETI’s subsidiaries and dependent companies achieve the goals in the following areas:

cost effectiveness of the Company’s activities;
compliance with legal requirements and internal documents;
prevention of wrongful acts on the part of employees and third parties in relation to the Company’s assets;
reliability, completeness, and timeliness of preparing all kinds of reports.

The ROSSETI Group’s internal control system is built on unified approaches. The functions of internal audit, internal control, and risk management are
vertically integrated. The functions of internal audit, internal control, and risk management are effectively implemented by means of unifying regulatory
documents. In 2014, the Board of Directors of ROSSETI approved the Strategy for Developing and Improving the Internal Control System of ROSSETI
and SDCs. The following model documents were developed subject to the provisions of the Corporate Governance Code and the requirements
of the Federal Agency for State Property Management of the Russian Federation and introduced into SDCs:

Internal Control Policy;
Risk Management Policy;
Internal Audit Policy;
Regulations for the Internal Audit Commission;
Regulations for the Audit Committee.

Internal Audit Commission
The competence of the Internal Audit Commission of the Company and the internal audit commissions of SDCs includes:

exercising control of the Company’s and SDCs’ financial and economic activities;
ensuring compliance of business transactions conducted by the Company and SDCs with the laws of the Russian Federation and the Articles
of Association of the Company and SDCs;
making an independent assessment of information about the Company’s and SDCs’ financial condition;
assuring the reliability of information contained in reports and other financial documents of the Company and SDCs.

Board of Directors
Within the internal control system, the competence of the Board of Directors of the Company includes ensuring the creation, supervising the operation,
and defining the general development strategy of the ROSSETI’s internal control system. The corresponding functions are performed by the boards
of directors of SDCs.

Audit Committee
The Audit Committees of the Boards of Directors of ROSSETI and SDCs:

ensures the selection of the external auditor;
monitor the preparation of accounting (financial) statements and conducts their preliminary reviews;
assess external auditors’ reports;
review the internal audit policy;
are responsible for the functional management of internal audit;
review the report on key risks;
are responsible for the prior approval of the internal documents defining the principles of and approaches to organizing the internal control and risk
management system;
assess the effectiveness of the internal control system and prepares proposals for its improvement.

Management Board
SDCs’ management boards review and analyze reports on the status of SDCs’ internal control and risk management systems, while the Management
Board of ROSSETI does the same in relation to the entire ROSSETI Group.

Director General
The Director General of ROSSETI and the sole executive bodies of SDCs ensure the creation and operation of the Company’s and SDCs’ effective
and reliable internal control and risk management system and formulate proposals to improve the internal control and risk management system.

Internal Audit, Internal Control, and Risk Management Division
The functions of internal audit and methodological support for the ROSSETI Group’s internal audit, internal control, and risk management system are
the responsibility of the Internal Audit and Control Department of ROSSETI.

As part of preventive and routine control, this department is responsible for:

assisting management in building a control environment;
applying routine control procedures in key and high-risk business processes;
developing and ensuring the implementation of basic and methodological documents in relation to building and improving the Group’s internal
control, risk management, and internal audit system;
coordinating activities in relation to maintaining and monitoring the target state of SDCs’ internal control and risk management system.

The Internal Audit and Control Department of JSC ROSSETI, jointly with SDCs’ internal audit divisions:

conducts internal audits of divisions, branches, business processes, projects, and activities;
assesses the reliability and effectiveness of internal control and risk management;
formulates recommendations to improve the efficiency of operations, enhance corporate governance, and increase the effectiveness of internal
controls and risk management processes.

UNIFIED APPROACHES

INTERNAL CONTROL SYSTEM PARTICIPANTS



Performance Results in 2014
The units responsible for internal audit, internal control, and risk management conducted 563 inspections in the reporting period, including 107 internal
audits of subsidiaries, subsidiary subsidiaries, and dependent companies. Internal audits covered 104 entities of the ROSSETI Group.

Breakdown of Inspections in 2014

2,286 corrective measures were proposed for implementation by the ROSSETI Group’s entities as a result the above-mentioned inspections. Out
of the 1,897 corrective measures to be implemented in the reporting year, 1,701 were completed.

Goals of Development for 2015
For the purpose of implementing the internal audit function, the Company set up a special division of the Company, namely the Directorate for Internal
Audit, after the reporting date (on January 19, 2015). This division is functionally subordinate to the Board of Directors of ROSSETI and administratively
subordinate to the sole executive body of the Company.

The principal internal documents that govern the Company’s internal audit are the Internal Audit Policy (approved by the Board of Directors of ROSSETI;
Minutes of the Meeting No. 151 of April 28, 2014) and the Regulations for the Directorate for Internal Audit.

The Policy is based on best practices and experience of leading international and Russian companies and is formulated in accordance with the approaches
applied by The Institute of Internal Auditors (IIA), an international professional association. The IIA is the internal audit profession’s global voice, recognized
authority, acknowledged leader, chief advocate, and principal educator.

Work will continue in 2015 on integrating control procedures into the Company’s and SDCs’ business processes, integrating risk information into
the ROSSETI Group’s business planning system, developing and improving the regulatory framework for the ROSSETI Group’s risk management
and internal audit, implementing an automated system of internal audit, etc.

Risk management ensures the sustained development of the Company by means of the timely identification, assessment, and effective management
of risks threatening the Company’s operations and reputation, the health of its employees, the environment, and the property interests of its shareholders
and investors.

The system is governed by two key documents: Risk Management Policy and Recommended Guidelines for Risk Management.

The Company defined the following principles of risk management:

systematic approach;
senior management’s support for developing the corporate culture of risk management;
integration into strategic and operational administration;
separated decision-making levels;
responsibility for risk management;
common information channel;
cost-effectiveness.

 

Main Risk Management Methods

Key Risks of the Company

KEY RESULTS IN 2014 AND GOALS FOR 2015

RISK MANAGEMENT SYSTEM



In the reporting year, the ROSSETI Group’s risk information was consolidated using data about ROSSETI and SDCs. Each risk was assigned a significance
level and changes. The Company is aware that some risks that are currently negligible can have a substantial impact on the Company’s activities
in the future.

The main groups of risks affecting ROSSETI are as follows:

industry-specific risks;
country and regional risks;
financial risks;
legal risks;
risks associated with the Company’s activities.

The Company has the limited ability to influence some existing (mostly, macroeconomic) risks. These risks may affect the Company’s profit, assets, capital,
liquidity, and solvency.

SUMMARY TABLE OF THE ROSSETI GROUP’S RISKS BY SIGNIFICANCE LEVEL

Significance Level Changes

Critical   No changes or minor changes in significance ---

Significant   Increased significance

Moderate   Decreased significance

 

Risk Group of Risks Changes

Critical

Tariff regulation risks
(restrictions on tariff growth)

industry-specific risks    

Risks associated with increases in overdue and uncollectable receivables for provided electricity
distribution services

industry-specific risks    

Significant

Risk of lost income resulting from interrupted electricity consumption industry-specific risks    ---
 

Network connection risks industry-specific risks    

Risk associated with the decreased volume of electricity distribution industry-specific risks    

Risk of increased expenses incurred in relation to the purchase of electricity to compensate
for electricity network losses

industry-specific risks    

Operational and technological risk of SDCs’ activities risks associated with the Company’s
activities

   

Investment (project) risk affecting SDCs’ activities risks associated with the Company’s
activities

   

Risks associated with the political and economic situation in the country and the regions of SDCs’
operations

country and regional risks    

Risks associated with the geographical characteristics of the country and the regions of SDCs’
operations

country and regional risks    

Risks associated with loan interest rate changes financial risks    

Risks associated with inflation impact financial risks    

Moderate

Risks associated with taking on and subsequently transferring the supplier of last resort status industry-specific risks    

Legal risks risks associated with the Company’s
activities

   ---
 

Risks associated with exchange rate changes financial risks    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


